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AUTOMATIC VEHICLE THEFT PREVENTION SYSTEM 
RELATED INVENTION 

5 The present invention claims priority under 35 U.S.C. 

§119 (e) to: "Automatic Vehicle Theft Prevention System," U.S. 
Provisional Patent Application Serial No. 60/196,343, filed 12 
April 2000, which is incorporated by reference herein. 

10 TECHNICAL FIELD OF THE INVENTION 

The present invention relates to the field of vehicle theft 
prevention systems. More specifically, the present invention 
relates to a system that selectively enables the ignition 
system of a vehicle. 

15 

BACKGROUND OF THE INVENTION 

In a conventional motor vehicle, the internal combustion 
engine of the vehicle is "started" by an ignition system that 
includes an electrical starter motor, a battery power source, 

20 and a key-operated ignition switch. When the ignition switch 
is closed, current is supplied by the battery power source to 
the starter motor, which in turn, "starts" the internal 
combustion engine. 

Security of the ignition system is dependent upon the 

25 integrity of the key-operated ignition switch. By shorting the 
ignition switch, the ignition system circuitry can be closed 
without the need of a key to close the ignition switch. This 
is known as "hot wiring" starting. Shorting the ignition 
switch is frequently the method used to start the internal 

30 combustion engine during theft of a motor vehicle. The switch 
is typically located on the steering column of the vehicle 
which is surrounded by a circular metal housing. By breaking 



EL697038714US 



-2- 

open the metal housing, the switch may thereafter be quickly 
and easily shorted. Alternatively, the key switch may be 
broken by the forceful insertion of an object such as a 
screwdriver into the keyhole and the screwdriver thereafter 
5 effectively acts as a key to close the switch. 

Several systems have been developed which attempt to make 
theft of the vehicle more difficult. Such systems include 
vehicle alarms that sound a siren or horn when a vehicle is 
broken into and/or prevent the vehicle from starting. Other 
;3 10 systems are mechanical devices that secure to the steering 
% column and/or the gas pedal to prevent their operation even 

y when the car is hot wired. Unfortunately, audible alarms and 

t mechanical devices require activation or installation by the 

l O driver. As such, they are often forgotten by the vehicle 

y 15 owner, and not enabled. In addition, audible alarms have 
j 3 become so commonplace that they are frequently ignored. Thus, 

U these prior art audible alarms and mechanical devices are 

!~ ineffective for satisfactorily protecting vehicles against 

Q 

U theft. 

20 Another system, known as a transponder-based immobilizer 

system, includes a contactless data carrier (transponder) 
embedded in the vehicle key. The transponder is powered by a 
radio frequency field generated by a radio frequency 
identification (RFID) reader in the vehicle. The transponder 

25 sends an authorization code to the RFID reader, which signals 
engine management electronics to immobilize the car if it does 
not find or does not accept the transmitted authorization code 
The transponder-based immobilizer system is advantageous over 
prior art driver-activated alarms and mechanical devices 

30 because it requires no intervention by the driver in order to 
activate the immobilizer system. 
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While an immobilizer system can prevent theft of a vehicle 
by merely shorting the ignition key switch, such a system 
suffers from several disadvantages. For example, since the 
transponder is embedded on the key, the vehicle owner cannot 
5 readily have a duplicate key made. Rather, the vehicle owner 

is required to obtain duplicate keys through the vehicle dealer 
or through an authorized provider, which is inconvenient for 
the vehicle owner and significantly more expensive than merely 
having a duplicate key made at a local hardware store. 
3 10 In addition, if the key with the embedded transponder is 

y stolen, the thief can still start the car. Such situations 

II arise in a home robbery where the thief finds the vehicle keys 

t setting in the home or in a car jacking in which the thief 

3 takes the key from the driver. 

15 Yet another problem arises with the prior art transponder- 

based immobilizer systems in that these systems are only 
provided in new vehicles by the original equipment 
manufacturer. As such, individuals having older model 
vehicles, collectable vehicles, a fleet of vehicles, and such, 
20 cannot employ this technology to protect their vehicles. 



SUMMARY OF THE INVENTION 

Accordingly, it is an advantage of the present invention 

that an automatic vehicle theft prevention system is provided 
25 that protects the vehicle against theft without the need for 

human intervention. 

It is another advantage of the present invention to provide 

an automatic theft prevention system that selectively enables 

the ignition system of a vehicle. 
30 It is another advantage of the present invention to provide 

an automatic vehicle theft prevention system that is separate 

from an ignition key of a vehicle. 



Yet another advantage of the present invention is to 
provide an automatic vehicle theft prevention system as a cost 
effective, aftermarket device for protecting older vehicles 
from theft. 

The above and other advantages of the present invention are 
carried out in one form by an automatic vehicle theft 
prevention system for selectively enabling an ignition system 
of a vehicle, the ignition system being operable using an 
ignition key. The system includes an interrogator circuit 
having a signal generator for generating an excitation signal 
and an antenna coupled to the signal generator for radiating 
the excitation signal and receiving a return signal. A 
transponder circuit, separate from the ignition key, detects 
the excitation signal and radiates the return signal. The 
transponder circuit modulates the excitation signal to produce 
the return signal containing an identification code for the 
transponder circuit. A controller is in communication with the 
antenna and detects the identification code in the return 
signal. A relay is actuated to an enable mode by the 
controller when the controller detects the identification code, 
the relay being actuated to enable the ignition system. 

BRIEF DESCRIPTION OF THE DRAWINGS 

A more complete understanding of the present invention may 
be derived by referring to the detailed description and claims 
when considered in connection with the Figures, wherein like 
reference numbers refer to similar items throughout the 
Figures, and: 

FIG. 1 shows a schematic view of a motor vehicle including 
an ignition system; and 

FIG. 2 shows a block diagram of an automatic vehicle theft 
prevention system interconnected with the ignition system of 



the motor vehicle in accordance with a preferred embodiment of 
the present invention. 

DETAILED DESCRIPTION OF THE PREFERRED EMBODIMENTS 

FIG. 1 shows a schematic view of a motor vehicle 20 
including an ignition system, generally referred to by an arrow 
22. Motor vehicle 20 includes a passenger compartment 24 and 
an engine compartment 26 containing an engine 28. Ignition 
system 22 includes a battery power source 30, an ignition key 
switch 32, and a starter mechanism, or motor, 34 connected in 
series by wires 36, 38, and 40. Starter motor 34 includes a 
housing 42 and an armature 44 with a pinion 46 attached to the 
end of armature 44. 

In general, when ignition key switch 32 of ignition system 
22 is closed by the insertion and rotation of a key 48 in 
switch 32, a magnetic field is produced inside starter motor 34 
which, in turn, causes armature 44 to be translated and 
rotated. Translation of armature 44 causes pinion 46 to 
contact a flywheel 50. Rotation of flywheel 50 is caused by 
rotation of armature 44, and in turn, causes engine 28 of motor 
vehicle 20 to "start". 

FIG. 2 shows a block diagram of an automatic vehicle theft 
prevention system 52 interconnected with ignition system 22 of 
the motor vehicle 20 (FIG. 1) in accordance with a preferred 
embodiment of the present invention. System 52 is especially 
suited as an aftermarket device for cost effectively enhancing 
the integrity of the ignition systems of older model vehicles, 
collectable vehicles, and the like. 

Theft prevention system 52 is interconnected in series 
between ignition key switch 32 and starter motor 34 along wire 
38 of an existing motor vehicle, such as motor vehicle 20 (FIG. 
1) . In particular, system 52 includes an input 51 configured 
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to be coupled to an ignition switch output 53 of ignition 
switch 32. System 52 further includes an output 55 configured 
to be coupled to a starter motor input 57 of starter motor 34. 
Generally, vehicle theft prevention system 52 includes an 
5 interrogator circuit 54, in radio communication with a 

transponder circuit 56. A controller 58, in communication with 
interrogator circuit 54, is configured to selectively actuate 
an enable relay 62. Enable relay 62, in turn, actuates a 
latching relay 64. An override switch 60 is coupled to an 

10 input of latching relay 64, which when activated, causes 

latching relay 64 to remain in a latched state only following 
actuation of latching relay 64 by enable relay 62. 

Override switch 60, enable relay 62, and latching relay 64 
are normally in an open position, as shown, to prevent 

15 operation of motor vehicle 20. When each of override switch 
60, enable relay 62, and latching relay 64 are in an open 
position, an open circuit is created between ignition switch 32 
and starter motor 34 along wire 38 so that ignition system 22 
(FIG. 1) is disabled so that engine 26 (FIG. 1) cannot be 

20 started. Vehicle theft prevention system 52 is configured to 
enable ignition system 22 to start engine 26 (FIG. 1) without 
the need for human intervention by selectively actuating enable 
relay 62, which in turn, actuates latching relay 64, as 
discussed below. 

25 Interrogator circuit 54 includes a signal generator, or 

coil, 66 for generating an excitation signal 68 and an antenna 
70 for radiating excitation signal 68, as indicated by an arrow 
72. Transponder circuit 56 detects and modulates excitation 
signal 68 to produce a return signal 74 containing an 

30 identification code 76 that identifies transponder circuit 56. 
Return signal 74 is radiated from transponder circuit 56, as 
indicated by an arrow 77. 
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Interrogator circuit 54 and transponder circuit 56 employ a 
radio frequency identification (RFID) technology. RFID is a 
technology that uses contactless communication to identify 
objects, to store data or values, or to secure information and 
5 access without physical or visual contact between interrogator 
circuit 54 and transponder circuit 56. Interrogator circuit 54 
is commonly known as a data reader or a proximity reader. 

In a preferred embodiment, excitation signal 68 is a 
continuous 125 kHz electromagnetic field radiated from signal 

10 generator 66. A coil (not shown) in transponder circuit 56 
transmits identification code 76 using a 62.5 kHz 
electromagnetic field, one-half the value of excitation signal 
68. The 62.5 kHz electromagnetic field, known as return signal 
74, acts as an analog radio frequency carrier for 

15 identification code 76. Although the present invention employs 
a 125 kHz electromagnetic field, other frequencies commonly 
used for RFID and contactless data carrier may be employed. 
These other common frequencies include, for example, 2 to 15 
MHz, 455 MHz, and 2.45 GHz. 

20 Transponder circuit 56 is a mobile RFID data carrier that 

includes a memory element 78 containing identification code 76 
and a transceiver, or coil (not shown) in a plastic housing 
unit or plastic card. Transponder circuit 56 may also include 
additional functions to secure, protect, or select access to 

25 transponder circuit 56, as known to those skilled in the art. 
Transponder circuit 56, including a transponder/receiver pair 
and memory element 78, is variously referred to as a tag, card, 
transponder, electronic label, code plate, and so forth. 

Transponder circuit 56 contains no internal power source. 

30 Rather, transponder circuit 56 is externally powered and 

derives its power from the excitation signal 68, radiated from 
interrogator circuit 54. Since power is provided to 
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transponder circuit 56 by excitation signal 68, there is no 
need for batteries inside transponder circuit- Thus, cost 
savings is achieved through the simplicity of design of 
transponder circuit 56 and because there is no need for battery 
5 replacement. 

Transponder circuit 56 is separate from key 48 (FIG. 1) . 
Consequently, the high cost to have special keys fabricated 
that include an embedded transponder circuit for use with their 
older model vehicles need not be incurred by the vehicle owner. 

□ 10 Moreover, transponder circuit 56 is ideally kept disconnected 
2 from a key ring (not shown) to which key 48 is connected. 

J Thus, transponder circuit 56 may be stored in a wallet, 

t handbag, and so forth so that a thief having access to key 48, 

0 but not having access to transponder circuit 56, cannot start 

y 15 engine 26 (FIG. 1) of motor vehicle 20. For example, in the 

□ case of an attempted carjacking, the driver can merely shut off 
E 

H vehicle 20, leave key 48 in the ignition, and run away from 

E u vehicle 20 taking transponder circuit 56 with them in their 

wallet or purse. By the time a thief discontinues attempting 
20 to start vehicle 20, the driver will be safely away from 

vehicle 20. When the driver later returns, vehicle 20 might 
likely still be where the thief left it. 

Controller 58 and signal generator 66 of interrogator 54 
may be housed in a common housing within passenger compartment 
25 24 (FIG. 1) or within engine compartment 26 (FIG.l). However, 
since system 52 relies on proximity sensing, antenna 70 is 
configured for placement inside passenger compartment 24 (FIG. 
1) of motor vehicle 20 (FIG. 1) preferably close to the driver 
side seat. For example, antenna 70 may be embedded inside the 
30 driver side seat cushion or beneath the seat cushion so that 
antenna 70 and transponder 56 are likely to be in close 



proximity, for example, within twenty inches, in order for 
interrogator circuit 70 to detect return signal 74. 

A radio frequency (RF) receiver (not shown) of controller 
58 is in communication with antenna 70 of interrogator circuit 
54. In addition, controller 58 is in communication with an 
output of ignition key switch 32 via an ignition link 80 for 
detecting a closure and opening of ignition switch 32. 
Controller 58 may be powered via ignition link 80 from battery 
source 30 whenever ignition switch is closed. Alternatively, 
controller 58 may include nonvolatile memory, or separate 
batteries, so that controller 58 does not depend upon battery 
power source 30 and the closure of ignition key switch 32 for 
power . 

As mentioned briefly above, controller 58 is configured to 
actuate enable relay 62. Thus, controller 58 is in 
communication with a coil of enable relay 62 via an enable link 
84. In addition, an output 85 of enable relay 62 is in 
communication with a coil of latching relay 64 via a latching 
link 86. An output 88 of override switch 60 is also in 
communication with an input to latching relay 64 via a bypass 
link 90. Output 88 of override switch 60 further couples with 
an indicator 92 via an indicator link 94. 

Override switch 60 may be a panel mounted button, toggle 
switch, and the like located inside passenger compartment 24 

(FIG. 1) of motor vehicle 22 (FIG. 1) . An input of override 
switch 60 is coupled to a low power source 93 which supplies 
power to bypass link 90 and indicator link 94 when override 
switch 60 is activated. Indicator 92 may be a lamp, a light 
emitting diode, a liquid crystal display, a speaker circuit, 
and the like located inside passenger compartment 24 that is 
energized when override switch 60 is activated, or closed 

(discussed below) . 
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Controller 58 includes an input for receiving a 
predetermined authorized identification code 96 from an 
external programming device 98, shown in ghost form. A memory 
element 100 of controller 58 is in communication with the input 
5 for storing predetermined authorized identification code 96. 

In one embodiment, the input is a data port 102 configured for 
a wired interconnection 104 with programming device 98. In 
another embodiment, programming device 98 is a wireless 
transmitter, and the input is antenna 70 configured for radio 

.3 10 frequency communication with programming device 98 over a 

! S wireless communication link 106. 

ij Predetermined authorized identification code 96 corresponds 

! t to identification code 76. That is, when automatic vehicle 

;J1 theft prevention system 52 is installed into motor vehicle 20 

!y 15 (FIG. 1), controller 58 is programmed, using programming device 
Q 98, to recognize identification code 76 for transponder circuit 

j;7 56. When controller 58 recognizes identification code 76 in 

|y return signal 74, controller 58 actuates system 52 in an enable 

i!l mode (discussed below) to enable ignition system 22 (discussed 

20 below) . 

System 52 may be actuated to the enable mode by more than 
one transponder circuit so that more than one user is 
authorized to use motor vehicle 20 (FIG. 1) . Such a scenario 
occurs when there are multiple drivers in a household, when 

25 vehicle 20 is -one of a fleet of company owned vehicles that may 
be driven by a number of individuals, and so forth. In 
particular, the input of controller 58, either data port 102 or 
antenna 70, is configured to receive a number of predetermined 
authorized identification codes 96. Likewise, memory element 

30 100 of controller 58 is configured to store the additional 
predetermined authorized identification codes. 
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By way of example, transponder circuit 56 is a first RFID 
data carrier and system 52 includes a second RFID data carrier 
transponder circuit 108 f separate from key 48 (FIG. 1) and 
similar in function to transponder circuit 56. Second RFID 
5 data carrier 108, has a memory element 110 for storing a second 
identification code 112. A second predetermined authorized 
identification code 114, corresponding to second identification 
code 112, is received at the input of controller 58 and stored 
in memory element 100. With both of predetermined authorized 
10 identification codes 96 and 114 stored in memory element 98 of 
3 controller 58, when controller 58 detects either of 

= § identification codes 76 or 112, controller 58 actuates system 



t 52 in the enable mode (discussed below) to enable ignition 

;Q system 22 (discussed below) . 

;y 15 in a preferred embodiment, controller 58 is programmed with 

□ predetermined authorized identification codes corresponding to 

1^ particular transponder circuits 56. However, in an alternative 

lU embodiment, other RFID systems may be employed in which the 

|!l transponder circuit is programmed with particular 

20 identification code, or both the transponder circuits and the 

controller are programmed with corresponding identification 

codes . 

In operation, following installation of system 52 in series 
with ignition system 22 (FIG. 1) and following the programming 

25 of controller 58 with authorized identification codes 96 and 
114, system 52 is set to a disable mode. That is, override 
switch 60, enable relay 62, and latching relay 64 are set to 
open positions, which effectively opens ignition system 22 
circuitry so that ignition system 22 cannot be enabled and 

30 engine 28 (FIG. 1) cannot be started. 

System 52 is maintained in this disable mode whenever 
controller 58 fails to detect either of identification codes 76 
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and 112. Thus, a thief is deterred from stealing motor vehicle 
20 (FIG. 1) by hot wiring or forcing ignition switch 32, or 
even by using key 48. Another advantage of the present 
invention, is that when a driver stores transponder circuit 56 
5 separate from key 48, for example, in his or her wallet or 

purse, a driver cannot inadvertently drive away without their 
wallet or purse because the ignition system cannot be enabled 
without first detecting one of identification codes 76 and 112 
stored in transponder circuits 56 or 108. 
10 Interrogator 54 substantially continuously generates and 

radiates excitation signal 68. Thus, in order to operate motor 
vehicle 20, the driver merely enters vehicle 20 carrying one of 
f transponder circuits 56 and 108. System 52 is placed in an 

H enable mode following an access decision by controller 58. 

y 15 More particularly, when a transponder circuit, for example 
3 transponder circuit 56, is moved close to antenna 70 such that 

*7 antenna 70 receives return signal 74, interrogator circuit 54 

y passes return signal 74 on to the RF receiver of controller 58 

~J for decoding. Controller 58 processes, error checks, and 

20 converts return signal 74 to a digital signal. 

Controller 58 then attempts to match identification code 76 
within the digitized return signal 74 with one of predetermined 
authorized identification codes 96 and 114 in memory element 
100. When controller 58 detects a match, controller actuates 
25 enable relay 62. Enable relay 62 is a momentary relay 
indicating that an authorized transponder circuit 56 is 
present. Thus, enable relay 62 is actuated to a momentary 
closed state whenever a match is detected. 

In response to the momentary actuation of enable relay 62, 
30 latching relay 64 is also actuated to a latched, or closed, 
state. Thus, latching relay is closed in response to a 
detected match by controller 58 which causes momentary closure 
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of enable relay 62. As a convenience to the driver , latching 
relay 64 is adapted to remain latched even when motor vehicle 
20 stalls, so that transponder circuit 56 need not be re- 
presented to interrogator 54. Latching relay 64 is reset 
whenever ignition switch 32 is turned off or deactivated, as 
detected via ignition link 80 by controller 58. 

Accordingly, in response to the momentary closure of enable 
relay 62 and sustained closure of latching relay 64, a circuit 
path is formed from ignition switch output 53 through input 51 
and latching relay 64 to output 55 and to input 57 of starter 
motor 34. This circuit path allows system 52 to be in the 
enable mode so that when key 48 (FIG. 1) is inserted in 
ignition switch 32 and turned, engine 28 (FIG. 1) of motor 
vehicle may be started. Whenever switch 32 is turned off using 
key 48, latching relay 64 opens and automatic vehicle theft 
prevention system 52 is placed back into the disable mode. 

On occasion, is may be desirable to override system 52 such 
that ignition switch 32 is continuously enabled. Such a 
situation may arise, for example, when motor vehicle 20 (FIG. 
1) is being turned over to an attendant for valet parking, when 
motor vehicle is in an automotive shop or at a carwash, and so 
forth. When a driver wishes to override system 52, the driver 
again enters vehicle 20 carrying one of transponder circuits 56 
and 108. Again, controller 58 automatically attempts to match 
a detected identification signal, such as identification code 
76, with one of predetermined authorized identification codes 
96 and 114 in memory element 100. When controller 58 detects a 
match, controller 58 again automatically actuates enable relay 
62, which in turn actuates latching relay 64. 

However, since the driver wishes to override system 52, it 
is incumbent upon the driver to activate override switch 60 
which causes latching relay 64 to remain latched, or closed, 
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following actuation of latching relay 64 by enable relay 62. 
In addition, activation of override switch 60 energizes 
indicator 92 to provide visual or audible indication to the 
driver that override switch 60 is activated. Override switch 
60 is subsequently deactivated so that system 52 is no longer 
bypassed by the driver deactivation, or switching off, override 
switch 60. 

Accordingly, in response to the momentary closure of enable 
relay 62, causing latching relay 64 to be latched to a closed 
position, and sustained closure of override switch 60, even 
when vehicle 20 is turned off, a circuit path is formed from 
ignition switch output 53 through input * 51 and latching relay 
64 to output 55 and to input 57 of starter motor 34. This 
circuit path allows system 52 to be bypassed or overridden so 
that whenever key 48 (FIG. 1) is inserted in ignition switch 32 
and turned, engine 28 (FIG. 1) of motor vehicle may be started, 
without first detecting return signal 74 having an 
identification code 76 that matches one of predetermined 
authorized identification codes 96 and 114. Thus, transponder 
circuit 56 need not be turned over to an unauthorized 
individual such as a garage attendant or mechanic. 

In summary, the present invention teaches of an automatic 
vehicle theft prevention system that protects a vehicle against 
theft without the need for human intervention. In particular, 
the vehicle theft prevention system employs proximity sensing 
using an interrogator circuit and transponder circuit system to 
selectively enable relays interconnected between an ignition 
switch and a starter motor of an ignition system the vehicle. 
The transponder circuit is separate from the ignition key of a 
vehicle so if a thief obtains a key for the vehicle, the thief 
will be prevented from readily starting the vehicle. The 
automatic vehicle theft prevention system is readily installed 
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and is a cost effective, aftermarket device for protecting 
older vehicles from theft. 

Although the preferred embodiments of the invention have 
been illustrated and described in detail, it will be readily 
apparent to those skilled in the art that various modifications 
may be made therein without departing from the spirit of the 
invention or from the scope of the appended claims. 



